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Abstract 

The rapid advancement of mobile communication technologies has enabled embedded systems to play a crucial 

role in distributed data acquisition and processing. This paper explores the application of embedded systems for 

collecting and processing information over mobile networks, emphasizing their architecture, communication pro-

tocols, and practical implementations. Modern embedded devices, equipped with sensors and microcontrollers, 

can gather environmental or operational data and transmit it through mobile technologies such as GSM, LTE, or 

5G. These systems allow real-time monitoring, remote control, and cloud-based data analysis, offering significant 

advantages in fields such as smart energy management, industrial automation, transportation, and environmental 

monitoring. The integration of mobile communication modules within embedded platforms enhances system flex-

ibility and scalability while reducing infrastructure costs. Additionally, the paper discusses challenges related to 

data security, and network reliability, as well as possible optimization strategies. Overall, embedded systems con-

nected via mobile networks represent a key enabler for the Internet of Things (IoT), bridging the gap between 

physical devices and digital intelligence. 
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INTRODUCTION 

Embedded systems are specialized com-

puting devices integrated into larger technical 

systems to perform specific tasks – control, 

measurement, monitoring or communication. 

They are characterized by compactness, low 

power consumption, high reliability and real-

time operation. Thanks to advances in micro-

controller technologies and communication 

interfaces, embedded systems have become a 

key element for automation and digitalization 

of various industries [1,2,3,4,5,6]. 

In parallel, the development of mobile 

communication standards – from GSM and 

GPRS to modern LTE and 5G networks – has 

created conditions for the construction of in-

telligent, interconnected devices that can ex-

change data over long distances without the 

need for a fixed infrastructure. As a result, a 

new generation of systems has emerged, in 

which the embedded microcontroller or mi-

croprocessor is connected to a wireless com-

munication module (e.g. SIM800, Quectel, 

BG96, etc.), which allows the collection, pro-

cessing and transmission of information over 

the mobile network [7,8]. 

These solutions are widely used in various 

fields: 

- In energy – for remote consumption meter-

ing, distribution network management and fa-

cility monitoring 

- In transportation – for vehicle tracking, con-

trol and logistics operations, and real-time di-

agnostics. 

- In industry – for monitoring production lines, 
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collecting technological parameters and opti-

mizing processes. 

- In environmental systems – to measure pa-

rameters such as temperature, humidity, air 

pollution or water level. 

- In security systems – for alarm and security 

solutions that notify the user via the mobile 

network. 

Connecting embedded systems via mo-

bile communication offers a number of ad-

vantages – real-time data access, centralized 

management, flexible deployment, and low in-

frastructure costs. However, there are also 

challenges related to mobile connectivity reli-

ability, data security, transmission latency, 

and device energy efficiency [9, 10]. 

In this context, the development of effi-

cient architectures and protocols for data ex-

change over mobile networks is becoming a 

key aspect of modern research and engineer-

ing solutions. The present work aims to exam-

ine the principles of operation, communication 

mechanisms and applications of embedded 

systems that use mobile connectivity to collect 

and process information, as well as to analyze 

possible directions for their improvement in 

the context of the Internet of Things (IoT) and 

smart networks of the future. 

EXPOSITION 

This development considers a module for 

collecting, processing and sending data over a 

mobile network called “Gateway (GWU)”. 

The device is based on an ESP32 microcon-

troller and a SIM800 GSM module, through 

which a 2G mobile connection is established, 

and communication via Wi-Fi is also possible. 

In this way, it becomes possible to automate 

and digitize a system that previously required 

direct human intervention. The ability to mon-

itor and control a system remotely saves both 

time and resources. 

The ESP32 controller was used, which is 

programmed and tested via UART communi-

cation, and the communication with the GSM 

module SIM800 was also implemented in the 

same way. The device has the ability to add an 

additional memory card to prevent a mobile 

network failure. The collected data is stored 

and processed until the network is restored, af-

ter which it is sent to a web-based application. 

A block diagram has been developed (Fig. 1), 

based on which an electronic module for col-

lecting and processing information has been 

implemented and implemented (Fig. 2). 

Fig. 1. Block diagram of a controller with 

GSM communication. 

Fig.2. Developed module for collecting and pro-

cessing information "GWU" 

The GWU module requires a power sup-

ply of 12-36 VDC, and communication with 

other modules is possible through additional 

terminals - Fig. 2. The protocol used is 

MODBUS-RTU for transmitting and receiv-

ing information from peripheral devices con-

nected to the Gateway module. The device has 

2 digital inputs that can be connected to a mag-

netic sensor for the door of an electrical panel, 

monitoring the status of the panel, whether it 

is open or not. 
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The LEDs indicate available power to the de-

vice, established communication with a mo-

bile network, and active digital input. 

A real project has been implemented us-

ing the GWU for street lighting control and 

monitoring. For this purpose, an RTC (real 

time clock) device with a relay is connected to 

the Gateway module, mounted in a cabinet 

supplying power to the street lighting of a 

given sector, and the clock relay controls the 

main contractor for the lamps. 

Since the system is connected to a mobile net-

work, this allows the clock to be adjusted to 

geographical coordinates, so that the exact 

time for a specific location can be correctly 

calculated and discrepancies can be avoided 

when turning on and off lighting at different 

points in the country. 

In order to have a full need for such a sys-

tem, it is necessary to be accompanied by an 

application to which the monitoring infor-

mation is sent and commands are sent back 

from the application to the GWU module, 

which will use the MODBUS-RTU protocol to 

transmit this command to the corresponding 

peripheral module. In this particular case, 

through the development of such an applica-

tion, the system also has the ability to manage 

the lighting status as well as set a time offset 

for a given area or for an entire city completely 

remotely (Fig. 3). This allows the user to re-

duce electricity costs since it is possible to 

send a command to turn off the lighting earlier 

than sunrise or vice versa to turn the lamps on 

included, in addition, the possibility of remote 

control reduced the need for direct human in-

tervention to perform on-site manipulation, as 

other similar systems require. 

There is also a reason for improving spe-

cific inter-building areas where the light fall is 

different, the solution is for this sector to con-

tinue to operate the lighting until it is exposed 

to direct natural light. (Fig. 4) 

Fig.3 Developed WEB application. 

Fig.4 Graphical view of the built infrastructure 

CONCLUSION 

The technologies considered and the devel-

oped module prove that the use of mobile net-

works significantly expands the scope of em-

bedded systems - from local controllers to  
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globally connected devices that exchange data 

with cloud platforms. This connectivity cre-

ates prerequisites for increasing efficiency, 

optimizing resources, and implementing au-

tonomous monitoring and control systems. 

Despite the many advantages, challenges 

remain significant, especially in the area of 

data security, connection stability, energy ef-

ficiency and standardization of communica-

tion protocols. Solving them requires an inte-

grated approach, including both hardware op-

timization and development of software algo-

rithms for reliable data transmission and anal-

ysis. 

In conclusion, an embedded system using 

mobile networks for information collection 

and processing has been developed. Systems 

of this type will continue to be a key factor in 

the development of modern cyber-physical 

systems, intelligent industry, and digital infra-

structures of the future [11]. 

The report is published in connection with the re-

sults of the implementation of the activities under 

project No. BG05SFPR001-3.004-0018-C01 
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